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|. Installation d’'un service WEB (nginx)

a. Installations Packages




c. Firewall

HTTP Server Test Page

This page is used to test the proper operation of an HTTP server after it has been installed on a Rocky Linux system. If you can
read this page, it means that the software is working correctly.

Just visiting?

This website you are visting is either experiencing problems or couid be going through
maintenance.

1t you would fike the et the administrators of this website know that you've seen this
page instead of the page you've expected, you should send them an email. In general.
mail sent 1o the name “webmaster” and directed 1o the website's domain should reach
the appropriate person

The most common email address o send 10 is: “webmasterg@example.com”

Note:

The Rocky Linux distribution fs a stable and reproduceable piatform based on the
sources of Red Hat Enterprise Linux (RHEL). With this in mind. please understand
that

+ Neither the Rocky Linux Project nor the Rocky Enterprise Software
Foundation have anything o do with this website or s content

+ The Rocky Linux Project nor the RESF have “hacked" this webserver. This test
page is included with the distribution

For more information about Rocky Linux, please visit the Rocky Linux website

d. Test port 8080

X

0]

192.168.0.163:8080

=

Ce site est inaccessible

1 am the admin, what do | do?

You may now add content to the webroot directory for your software

For systems using the Apache Webserver You can add content (o the directory
Ivar/weuhtnd. Until you do 50, people visiting your website will see this page. If you
would ke this page 10 not be shown, follow the instructions in.
Jetc/nttpd/ conf. /w1 come. cont

ntent in a
tc/nginx/nginx. cont

For systems using Nginx' You can add your your choice and

edit the root configuration directive in




[I. Installation moteur BDD

a. Configuration Mariadb

Corporation Ab and others.

clear ti current input st




lll. Déploiement du site FR

GNU nano 5.6.1 wwW . conf Modified




GHNU mano 5.6.1 site commerce.fr.conf

2

GNU nano 5.6.1

config.php Modified

E
Welcome to the MariaDB monitor. Commands end with ; or \g.
r MariaDB conne
MariaDB MariaDB Ser

Cracle, MariaDB poration Ab and others.

current input




& 4 Sans titre infos_cles.tet  httpsw @ MALKI * jdussa ® ESX!

. server ® hosts

Fichier Maodifier Affichage

Copyright (c) 1993-2809 Microsoft Corp.
This is a sample HOSTS file ysed by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host pames. Each
entry should be kept on an individual line. The IP address should

be placed in the first gcolumn followed by the gcorresponding host pame.
# The IP address and the host pame should be separated by at least one
# space.

#

# Additionally, cemments (such as these) may be insected on individual
# lines or fellowing the machine pame denoted by a '#' symbpl.

#
#
#
#
#
#
#

#

# For gxample:

#

# 182.54.94.97 rhino.acme.com # source server

# 38.25.63.1@ X.acme . com # x client host
192.168.8.163 ecommerce. fr

# localhost name resolution is handled within DNS itself.
# 127.8.8.1 localhost
# HE localhost

v | @ Pricing Plans and Subscription % |

¢ @ AMNonséurd scommercedr

Subscription Sign up Form

Standard Premium

$10 $20

per month per month

Documentatios
Customers Suppart

Unlimited Domains Unlimited Domains Unlimited Damain

[

Design by

*

&




V. Déploiement du site UK

GNU nano 5.6.1 site commerce.uk.conf Modified

GNU nmano 5.6.1 config.php Modified

warning



i 4 Sans titre infos_cles.td  httpsw  ® MALKI ® jdussa ® ESXI . server hosts X [ +

Fichier Modifier Affichage o

Copyright (c) 1993-2889 Microsoft Corp.
This is a sample HOSTS file ysed by Microsoft TCR/IP for Windows.

This file gontains the mappings of IP addresses to host pames. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host pame.
# The IP gddress and the host pame should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine pame dencted by a '#' swmbol.

#
#
#
#
#
#
#

#
# For example:
#
# 182.54.94.97 rhino.acme.com # source server
# 38.25.63.16@ X.acme.com # x client host
192.168.8.163 ecommerce. fr
192.168.8.163 ecommerce. uk

# localhost pame resolution is handled within DNS jtself.
# 127.0.0.1 localhost
# gl localhost

v @ Pridng Plans and Subscrption X

Ee OO0 = Q

€ G AMonsécuiss  ecommercenk

Subscription Sign up Form

Standard Premium

$10 $20

per month per month

port
Free Updates Free Updates

Unlimited Domains Unlimited Domains

Design by




V. RestrictionaccesIP

a. Création fichier blockip.conf

GNU nano 5.6.1 blockip.conf Modified
4 1 -14;

b. Ajouter blockip.conf dans site_commerce.fr.conf

GNU nano 5.6.1 site commerce.fr.conf




Log Format Configuration

to -0 Tt s T t

[x] HCSA Combined Log Format

d D

Log Format - [c] to add/edit format

F * " 1 " oM gm

Date Format - [d] to add/edit format

Time Format - [t] to add/edit format

M




VII. Sécurisation d’un service WEB (nginx)

[root@localhost “1# mkdir setcrsssl-sprivate
[root@localhost “1# chmod VBB retcrsssl-/private

ram.pem 2048




commerce.fr

site commerce.uk.conf




[V

f

@O - Gl» 0% SSddclde x +

& © Non sécurisé  hips://ecommerce.fr v O O = 4

Votre connexion n'est pas privée

Des pirates informatiques tentent peut-étre de voler vos informations sur ecommerce.fr
(mots de passe, messages ou cartes de crédit, par exemple). En savoir plus sur cet

avertissement

NET::ERR_CERT_AUTHORITY_INVALID

Q  Activez la protection renforcée pour bénéficier du plus haut niveau de sécurité

de Chrome

)
)

Masquer les paramétres avancés Revenir en lieu sir

Impossible de vérifier sur le serveur qu'il s'agit bien du domaine ecommerce.fr, car son
certificat de sécurité n'est pas considéré comme fiable par le systéme d'exploitation de
votre ordinateur. Cela peut étre di a une mauvaise configuration ou bien a l'interception

de votre connexion par un pirate informatique.

Continuer vers le site ecommerce.fr (dangereux)




© Nonsécurisé  k#ps://ecommerce.uk B W ) &3 =

Lecteur du certificat : Khaled X

Général  Details

Emis pour
Nom commun (CN) Khaled
Organisation (O) GastonBerger

%)

Unité d'organisation (OU) BT

Emis par
Nom commun (CN) Khaled
Organisation (O) GastonBerger

Unité d'organisation (OU)  BTS

Durée de validité

mis le jeudi 19 décembre 2024 & 20:50:08
xpire le vendredi 19 décembre 2025 & 20:50:08

Empreintes SHA-
256

r Certificat 00ce507cd40281e178f2a2826fca1b9809%ab46c3af34566586cc0f813cdef
1da

il Clé publigue 11dd7d9480daf1413e6479d0044d0b124768791f67540a2237ceefcaedb
da736

VIIl. Redirection http https




On modifie les fichiers de conf en y ajoutant la ligne suivante :

NU nano 5.6.1 site commerce.fr.conf

gn-up.php:

IX. Installation de deux serveurs red hat

Il nous faut un deuxieme serveur (WEBO2) qui sera identique a celui configuré
précédemment, mais sans BDD. On clone donc notre VM et on supprime mariadb et
tous les fichiers en rapport.




X. Configuration BDD sur WEBO1

1# fi all-cmd —— =public ——¢

Dans le fichier de conf /etc/my.cnf.d/mariadbserver.cnf, on décommande la commande
suivante :

nt input s




Xl. Mise en place d’'un serveur HA

a. Configuration HAPROXY

[rootBlocalhost “1# yum install haproxy
Rocky Linux 9 - Base0S

Rocky Linux 9 - AppStream

Rocky Linux 9 - Extras

Dependencies resolved.

Package

Installing:
haproxy

Transaction Summary

Install 1 Package

Total download size: 2.2 M
Installed size: 6.6 M

Is this ok [ysN1: y

Dowmloading Packages:
haproxy-2.4.22-3.e19_3.x86_64.rpm

Dans le fichier haproxy.cfg :

GNU nano 5.6.1 haproxy.cfg




b. RSYSLOG

Dans le fichier /etc/rsyslog.conf on décommente les lignes suivante :

On n’oubliera pas d’activer le port 8080 ainsi http sur le firewall.



Xll. Depuis le serveur HAPROXY

v 2E0-GouHSdleSde oM ccaRdcae x & + - 0O X

¢« > C @O 192.168.0.168:8080/stats e 0O 93 = @ :

Se connecter

http://192.168.0.168:8080

Votre connexion a ce site n'est pas privée

Mom d'utilisateur haproxy

Mot de passe seenees

Se connecter Annuler

v 2E0- CounedSoeeeoeeMORRccaRkRcaw x & + - 0O X

& > G A Nonsécurisé 192.168.0.168:8080/stats @ % 0O 0 :

HAProxy
Statistics Report for pid 14051

> General process information

active UP backup UP Display option:

pid = 14051 (process #1, nbproc = 1, nbthread = 2) active UP, going down backup UP, going down « Scope:

uptime = 0d 0h15m56s ive DOWN. goi OWN. qoi o "

system limits: memmax = unlimited; ulimit-n = 8033 act!ve D » going up backup D! +going up » Hide DOWN' servers
maxsock = 8033; maxconn = 4000; maxpipes = 0 active or backup DOWN | |not checked « Refresh now

current conns = 1 current pipes = 0/0; conn rate = 1/sec; bit rate = 8.973 kbps |1 active or backup DOWN for maintenance (MAINT) » SV export

Running tasks: 0/17; idle = 100 % active or backup SOFT STOPPED for maintenance + JSON export (schema)

Note: "NOLB"/"DRAIN" = UP with load-balancing disabled.

Frontend 1 3| -| 1] 4[3000] 14 8580(4905| 0| of 7 OPEN

Backend| 0] 0] 0| 2 0| 1] 300/ 2| of os[8580[4905] 0] 0 2| 0| of o|15msesuP [onfofo]

web02 [ 0] of -[ o] o of of [ of of 2[o] 0 0 o o of o[15ms6sUP L6OKin2ms| 11 [Y |- | 0
Backend| 0| 0 o] o o/ of 40| of of 2[o] o o] o o o of o|1smsesuP AR




Xlll. Sécurisation HAPROXY

chroot
pidfile
maxconn
user
group
daemon

r/lib/haproxy/stats

l-default-bind phers PROFILE=SYSTEM
l-default-server-ciphers PROFILE=SYSTEM
maxsslconn 256
default-dh-param 2048

frontend main
bind *:80
acl url static path_beg -i
acl url static path_end -i .jpg .gif .png

use backend static if url static
default backend app

bind *: lc /etc/pki/tls/certs/haproxy.pem







